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1. Introduction 

1.1 Document Purpose and Scope 
This document provides technical details about LoFi, such as block diagrams, schematics, and 

communication protocols. It is intended for experienced engineers that are curious about how the 

product works, or who may wish to make modifications. 

Reading this document is not required for the ordinary usage of the product. A short usage pamphlet 

would cover those topics. 

1.2 Product Summary 
LoFi is a very low cost ($5), small, auto-transmitting module. Preassembled and preprogrammed. 

LoFi takes periodic and trigger-driven sensor data from multiple locations around a house and yard, and 

delivers that data to a home computer or Internet repository.  

LoFi consists of: 

 A hardware sender module that reads sensors and transmits data through an inexpensive off-

the-shelf transmitter 

 A hardware gateway that receives the data through a matching inexpensive off-the-shelf 

receiver 

 An application running on a desktop or laptop that records and displays the sensor information, 

as well as allows configuration of the sender and gateway 

 An off-the-shelf USB serial cable to connect the sender and gateway to the PC 

 A variety of adapter modules for connecting the sender to the serial cable, optionally connecting 

it to the Atmel programmer, and optionally performing precise calibration of the internal 

sensors 

 Optionally, a CC3000 Wi-Fi breakout board to connect the gateway to the network (intranet or 

Internet) 

1.3 Design Constraints 
To differentiate LoFi from existing solutions, the following product goals were prioritized: 

1. Low cost 

2. Low power usage 

3. Require no programming or additional microcontrollers 

There are tradeoffs due to these self-imposed requirements, such as lack of input protection, relatively 

slow communication speed, and simple trigger complexity.  
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2. Openness 

2.1 Tools 
The embedded firmware for the LoFi sender and receiver modules are written in C using the open 

source avr-gcc (GNU Compiler Collection) for Atmel AVR 8-bit microcontrollers. The IDE is Atmel’s free 

AVR Studio. 

http://www.atmel.com/microsite/atmel_studio6/ 

The Windows software is written in C# .NET 3.5. The IDE is Microsoft’s free Visual Studio 2010 Express. 

http://www.visualstudio.com/downloads/download-visual-studio-vs 

The PCB layout and parts list is in Robot Room’s Copper Connection format. The editor is free to view, 

edit, and etch at home. 

http://www.robotroom.com/CopperConnection/ 

Among other things, the gateway is compatible with Phant, an open source (GPL v3) Internet of Things 

repository. 

https://github.com/sparkfun/phant 

 

2.2 Libraries 
No libraries or other packages are used by LoFi. However, it is anticipated that a port of the Adafruit 

CC3000 library may be used. 

  

http://www.atmel.com/microsite/atmel_studio6/
http://www.visualstudio.com/downloads/download-visual-studio-vs
http://www.robotroom.com/CopperConnection/
https://github.com/sparkfun/phant
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2.3 Licenses 
This documentation is licensed under Apache License, version 2.0. 

http://www.robotroom.com/LoFi/LoFi-System-Design-Document.pdf 

 

The PCB design files (including the source, Gerber, and Excellon drill files) are currently published and 

licensed under Apache License, version 2.0. 

http://www.robotroom.com/LoFi/LoFi-PCB-Layouts.zip 

 

The Hamming ECC (error correcting code) source and object code are currently published and licensed 

under Apache License, version 2.0. 

https://github.com/RobotRoom/Hamming 

 

The Sender (transmitting module) source and object code are currently published and licensed under 

Apache License, version 2.0. 

http://www.robotroom.com/LoFi/LoFi-Sender-source.zip 

 

The gateway and Windows software (source and object code) are not finished, so they are not yet 

published. The anticipated completion date is before the final contest deadline of October 28, 2014. 

 

2.4 Third-Party Restrictions 
There are no known third-party licenses or restrictions. 

  

http://www.robotroom.com/LoFi/LoFi-System-Design-Document.pdf
http://www.robotroom.com/LoFi/LoFi-PCB-Layouts.zip
https://github.com/RobotRoom/Hamming
http://www.robotroom.com/LoFi/LoFi-Sender-source.zip
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3. System Diagram 
 

 

3.1 Standard System 
Although other configurations are possible, LoFi will most often be used as follows: 

 Multiple senders transmitting sensor data throughout a home or yard 

 A single gateway receiving data from all of the senders 

 A single PC recording and displaying the data 

3.2 Intermediate System 
The second most common configuration will include a Wi-Fi module to send the data to a host 

repository, for viewing remotely or to allow the local personal computer to be powered down. 

3.3 Advanced System 
For large sites or for those with wireless obstacles, multiple gateways can be placed in various locations 

to provide better coverage. 
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4. Schematics 

4.1 LoFi Sender 
The sender consists primarily of an Atmel ATtiny84A microcontroller that reads internal and external 

sensors, and outputs the data to the transmitter.  

 

Note the reuse of lines to the external connector. This supports various adapter boards for wireless 

communication, configuration, in-circuit programming, and precision calibration of the internal sensors 

and oscillator. 
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4.1.1 Part Purpose 

D1 (optional) Prevents power from other connections from flowing into the battery 

C1 Stabilizes the power supply, particularly when transmitting 

LED1 Lights when transmitting 

R1 Prevents too much current from flowing through LED1 

LED2 Lights when receiving or to indicate IC1 has power and is operating 

R2 Prevents too much current from flowing through LED2 

IC1 The brains. Also includes internal voltage reference and temperature sensor. This sleeps most of 

the time to converse power. It wakes up, reads the inputs, and then (based on the 

inputs/triggers) transmits the data if it is time to do so. 

R3 When idle, this keeps the transmitter turned off (low) to allow other senders to transmit. This is 

a relatively high value pulldown resistor so that it can be overridden by the 10 kilohm pullup 

resistor on the FTDI serial cable adapter board, because the PC expects the TX line to be high 

when idle. 

SW1 (optional) Pressing the button wakes the sender and transmits the sensor data immediately. 

Helpful for testing; particularly when playing with various sensors. 

 

4.1.2 Part List / Bill of Materials 

The PCB layout file is the source of record for the parts list. In Copper Connection, choose Bill of 

Materials from the Data menu. The contents are provided here for convenience. 

 

  

Quantity Designator Value Manufacturer Part Number

1 BT1 2032 coin cell holder (optional) Memory Protection Devices BU2032-1

1 C1 10µF X7R Yageo CC1206ZKY5V7BB106

1 D1 10V Schottky SOD123 (optional) NXP PMEG1030EH,115

1 FD Top copper fiducial 1 mm + 3 mm (in board design)

1 IC1 ATtiny84A Atmel ATTINY84A-SSUR

1 J1 6-pin right-angle female socket Sullins PPPC061LGBN-RC

1 LED12 LED 1210 bicolor red/green Liteon LTST-C155KGJRKT

2 R1, R2 220Ω 5% Yageo AC1206JR-07220RL

1 R3 100kΩ 5% Yageo RC1206FR-07100KL or RK73B2BTTD104J

1 SW1 6 mm x 3.5 mm (optional) Panasonic EVQ-PE104K



Working Draft: 2014-09-28 LoFi System Design Document Page 10 of 19 

4.2 LoFi Gateway 
The gateway consists primarily of an Atmel ATmega328 microcontroller that reads the receiver and 

passes the messages onto the FTDI serial cable and CC3000 Wi-Fi board. 

 

Notice that most of the pins are not connected to onboard components. Because the purpose of this 

board is to route messages, most of the pins lead to external connectors. Many spare pins are available, 

as this chip was selected for its speed, RAM, and surface-mount package. 
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4.2.1 Part Purpose 

D101, D102, D103 Diodes to allow more than one source of board power, without power flowing 

back into the lower voltage power supplies. 

CB101, CB102, CB103 Self-resetting circuit breakers (500 mA hold, 1 A trip) for overcurrent protection. 

There is one on each input to avoid snaking an unprotected trace to each corner 

of the board where power can be supplied. 

C101, C102, C106, C107 Capacitors to smooth the power supply 

ZD101 5.6 V Zener diode for overvoltage protection 

IC101 The brains. Reads the receiver and sends the message to the FTDI serial cable 

and Wi-Fi module. 

C105 Capacitor to provide a steady voltage reference, in the event that the spare pins 

are used as analog inputs 

Y101 Crystal that provides the clock source for IC101. The crystal value was selected 

to provide high performance to service three connections (receiver, FTDI serial, 

Wi-Fi) simultaneously. The crystal value also divides evenly by powers of two to 

all of the standard bit rates. 

C103, C104 Capacitors required to complete the crystal oscillator circuit 

LED101 Lights to indicate the microcontroller is powered and operating 

R101 Prevents too much current from flowing through LED101 

LED102 Lights to indicate data is being received from a sender module 

R102 Prevents too much current from flowing through LED102 

LED103 Lights to indicate data is being received from the FTDI serial or Wi-Fi 

R103 Prevents too much current from flowing through LED103 

LED104 Lights to indicate data is being sent to the FTDI serial or Wi-Fi 

R104 Prevents too much current from flowing through LED104 

LED105 Lights to indicate a full message has been received from a sender (as opposed to 

radio static or individual bits being received) 

R105 Prevents too much current from flowing through LED104 

R106 Keeps the CC3000 turned off when starting up or during ISP6 programmming 
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D121, D122 The CC3000 is a 3.3 V part, whereas the microcontroller is being run at 5 V. This 

allows a low signal from the CC3000 to go to IRQ or MISO, whereas the high 

signal is provided by a 5 V pullup 

R121, R122 Prevents too much current from flowing to the CC3000 3.3 V part when a 5 V 

signal is asserted 

 

4.2.2 Part List / Bill of Materials 

The PCB layout file is the source of record for the parts list. In Copper Connection, choose Bill of 

Materials from the Data menu. The contents are provided here for convenience. 

 

  

Quantity Designator Value Manufacturer Part Number

3

C101, C105, 

C106 0.1 µF Vishay VJ1206Y104KXJPW1BC

2 C102, C107 10 µF Yageo CC1206ZKY5V7BB106

2 C103, C104 18 pF Vishay VJ1206A180JXXPW1BC

3

CB101, CB102, 

CB103

1206 PPTC resettable fuse 0.50A 

13.2V 652-MF-NSMF050-2

5

D101, D102, 

D103, D121, 

D122 SOD123 10V Schottky NXP PMEG1030EH,115

1 FD Top copper fiducial 1 mm + 3 mm (in board design)

1 IC101 ATmega328P TQFP32 Atmel ATMEGA328P-AU

1 J101 ISP6 FCI 75869-131LF or 0015912080

1 J103 FTDI serial 6-pin straight male FCI 68001-106HLF

1 J104 I2C header Molex KK 4-pin (optional) Molex 22-23-2041

1 J105 2x4 spare pins (in board design)

1 J110 CHJ-993I receiver (choose one) CHJ-993I

1 J111 RXD1 receiver (choose one) RXD1

1 J112 RXB8 v2.0 receiver (choose one) RXB8

1 J113 ZR2-1 receiver (choose one) ZR2-1

1 J121 Adafruit WiFi breakout board Adafruit 1510

1 J122 Sparkfun WiFi breakout board Sparkfun WRL-12072

1 J130 2.1 mm ID 5.5 mm OD barrel jack Switchcraft RASM722PX

1 J131 Header Molex KK 2-pin (optional) 22-23-2021

7

R101, R102, 

R103, R104, 

R105, R121, 

R122 220Ω Yageo RC1206FR-07220RL

1 R115 100kΩ Yageo RC1206FR-07100KL

1 Y101 HC-49 SMD 18.432 MHz Abracon ABLS-18.432MHZ-B2-T

1 ZD101 5.6V (optional) Vishay MMSZ5232C-V-GS08
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4.3 Calibrator 
The calibrator is a module containing precision references to calibrate the internal sensors and oscillator 

in the LoFi Sender ATtiny microcontroller. The calibrator is optional, for users that want to improve the 

sensor and bit rate accuracy. 

This portable module temporarily connects to the LoFi Sender instead of the transmitter, allowing 

calibration to occur under the same temperature and voltage conditions the sender board is 

experiencing. Pressing the button on the calibrator causes the sender to reset. Upon resuming, the 

sender reads the precision references, calculates the offsets from the internal sensors, and stores the 

result in the sender’s internal EEPROM. 
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4.3.1 Part Purpose 

SW23 Resets the microcontroller on the LoFi Sender board to signal a calibration check 

Y22 Crystal to provide a steady baseline clock to compare to the ATtiny internal oscillator 

C22 Capacitor to smooth the power supply 

R22 Limits current consumption when the LoFi Sender attempts to read the sensors when the 

calibrator board has been attached but the reset button has not yet been pressed 

IC20 Provides an accurate voltage reference to compare to the ATtiny internal voltage reference 

C20 Capacitor to provide a stable voltage reference output 

R20 Limits current injected into the voltage reference in the event the LoFi Sender attempts to 

transmit when the calibrator board has been attached but the reset button has not yet been 

pressed 

IC21 Provides an accurate temperature reference to compare to the ATtiny internal temperature 

reference 

C21 Capacitor to provide a stable temperature reference voltage output 

 

4.3.2 Part List / Bill of Materials 

The PCB layout file is the source of record for the parts list. In Copper Connection, choose Bill of 

Materials from the Data menu. The contents are provided here for convenience. 

 

 

  

Quantity Designator Value Manufacturer Part Number

3 C20, C21, C22 0.1µF Vishay VJ1206Y104KXJPW1BC

1 FD Top copper fiducial 1 mm + 3 mm (on board)

1 IC20 Precision 1.024 voltage reference Intersil ISL21010

1 IC21 Precision temperature sensor Microchip TC1047AVNB

1 J20 6-pin right-angle male header FCI 68016-106HLF

2 R20, R22 220Ω Yageo RC1206FR-07220RL

1 SW23 SMT tactile switch NO C&K PTS645SL50SMTR92-LFS

1 Y22 32.768 kHz crystal Epson SG-3030JF
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5. Manufacturability 
There are five LoFi PCBs (sender, gateway, FTDI serial adapter, calibrator, ISP6 adapter) for a total of less 

than 10 square inches. Only the first three boards are required, with the sender board being the most 

demanded. 

The parts are selected and the PCBs are designed with manufacturability in mind: 

1. Two layer board 

2. Copper pullback at edges 

3. All surface mount components, except connectors 

4. No BGA or sub-0805 components 

5. Local fiducial marks 

6. Components only on one side 

7. Components are commodities (sourced from multiple suppliers) or are from stable suppliers 

(Atmel) 

8. Reuse of same components (0.1 µF capacitors, 220 ohm resistors) when possible 

9. 15 unique parts or fewer per board 

10. Built-in ISP6 header for in-circuit programming of gateway board 

11. External ISP6 connector for in-circuit programming of the sender board 

12. Calibrator board for manufacturer calibration of sender board at room temperature 
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6. Protocol 

6.1 Sender 

6.1.1 Serial Settings 

Summary: 1200 bps, 1 start, 8 data, 1 stop. ‘0’ bit low, idle tri-state (pulled high for FTDI). This follows 

the normal industry conventions, thus, communication can be captured in a standard terminal or serial 

logging program. 

The LoFi Sender communicates at 1200 bit per second. This rate supports low power usage, good noise 

tolerance, and inexpensive transmitters. Given its purpose is to intermittently deliver analog data for 

only eight sensors, rather than stream Netflix movies, the low bandwidth is not a significant limitation. 

The device that is talking should actually generate 2 stop bits, to provide a little breathing room to 

compensate for inaccurate bit rates. Because stop bits are identical to idle, this makes no difference to 

receivers and thus they should be configured for only one stop bit. 

6.1.2 Preamble 

Because the LoFI Sender usually has its transmitter turned off, the Gateway hears static. When the 

Sender wants to transmit, the Gateway might be in the midst of reading a fake byte generated by radio 

static. Therefore, the LoFi Sender needs to power up the transmitter and leave it on for at least 9.99 

bits, to ensure that the Gateway is ready to receive the Sender’s real start bit. 

The Sender accomplishes this task by sending a 0 byte before transmitting real data. Well, actually, 

because the LoFi Sender has a software serial port, it sends 16 high bits so that no start bits are 

generated. However, a standard 0 byte will work. 
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6.1.3 Header 

The LoFi header is 6 bytes:  

signature, length, from address, message number, command, subject 

Signature All messages start with ‘L’ (0x4C) 

Length Total number of bytes of header and payload. So, this value must be at least 6 

(header length)  

From Address The unique address of the sender. Values under 5 are reserved. 

Message Number Most significant 5 bits are the true message number (0 to 31) and the lowest 3 bits 

are for retries or redundancy. So, message number 1 would be 0b00001000 (8) and 

a follow-up retry would be 0b00001001 (9). Message number 2 would be 

0b00010000 (16) and message number 3 would be 0b00011000 (24). 

Command A list of commands is provided in the source code in the file “LoFiProtocol.h”. For 

example, the ‘D’ command is for 8-bit sensor data. Other commands include 

requesting the software version, make, model, and so on. Also, there are 

commands to change the configuration, such as triggers, periodic rate, and so on. 

Subject Think of this as a subcommand or single parameter of the command. So, for the 

sensor data command, this is the reason the sensor data was sent (‘P’ for periodic, 

‘B’ for the second analog sensor input, etc). A complete list is provided in the 

source code in the file “LoFiProtocol.h”. 

6.1.4 Payload 

The payload immediately follows the header. If the header indicates a total length of 6 bytes, then there 

is no payload. 

The payload is always an even number of bytes. The payload is padded with 0x00 if an odd number. 

The payload varies based on the command in the header. For example, here is the payload for the ‘D’ 

command (8-bit sensor data): 

internal voltage reference, analog A, analog B, internal temperature, analog C, 

digital trigger, analog D, analog E 

The most significant bit of the digital trigger indicates when the button is pressed (‘1’) or released (‘0’). 

The remaining bits are toggled to balance the receiver and thus should be ignored. 
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6.1.5 Error Correcting Code 

The Sender includes a Hamming ECC byte for every other byte in the message (includes header and 

payload). Such that the stream appears as follows: 

byte, byte, ECC, byte, byte, ECC, byte, byte, ECC, etc 

There is a 4-bit Hamming code for each byte. That means the ECC really consists of two 4-bits connected 

together. Thus, if we look at the bits of the first two bytes and ECC, it looks like this: 

First    Second   ECC 

87654321 87654321 43214321 

AAAAAAAA BBBBBBBB BBBBAAAA 

Note: At first you might suggest that the ECC bits for A should be in the most-significant position, such 

that noise at the end of the second byte doesn’t trail into its ECC. But, serial data is delivered in least-

significant bit order, so the ECC for A will actually be adjacent to the end of the second byte in the bit 

serial stream. 

 

6.3 Gateway 
Communication to and from the LoFi Sender differs from communication between the Gateway and the 

PC (or Server) because the resources (program space, processing power) of the Sender are constrained, 

and the communication method is noisy. 

There are three major differences in communication between the Gateway and the PC: 

 The ECC is stripped out and corrections applied. Therefore, the PC will not see the hamming 

codes 

 

 The message is converted to ASCII hex instead of being delivered in binary. This allows you to 

use an ASCII terminal application to view the messages – or write the data straight to a log file. 

For example, a sensor data message would look like: 4C0E08E044725DD8FF4BFF55FF03 

 

 Lastly, the gateway address, status code, bit error count, and message are combined together in 

a single line with tabs between. 
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7. Status 
The LoFi project started in June 2014 for the Hackaday contest. The portions of the project that were the 

highest risk, lowest experience, or longest path (external PCB manufacturer) were tackled first. 

7.1 Work Completed 
 All of the hardware is designed, built, and informally tested. 

 Hamming error correcting code is unit tested and successfully provides bit correction and error 

detection. 

 LoFi Sender firmware is feature complete and informally tested. 

 Multiple LoFi Senders have been connected to various sensors, placed up to 75 feet away from 

the receiver, and successfully delivered packets at more than 95% initial packet success. 

 The LoFi Sender power reduction technique is complete and successfully tested to be able to run 

for over a year on a single CR2032 cell.  

 The PC software successfully reads and stores incoming data, and can deliver that data to the 

Internet. 

 System design document is feature complete, including parts list and schematics. 

7.2 Work Remaining 
 LoFi Gateway firmware needs Wi-Fi support (CC3000). 

 The PC software device configuration and proxy need to support configuring CC3000. 

 Publish above gateway & PC source code. 

 Refine hardware, software, and documentation based on test results and ideas. 

7.3 Need to Improve 
 Hamming error correcting code may be doing more harm than good by extending the length of 

the message (and therefore opportunities for uncorrectable interference). Requires testing. 

 Gateway hardware needs to be range tested to optimize receiver distance. 


